POSITION PAPER

Conference: ANKAMUN’25
Delegate: Ahmet Semih Poyraz
Committee: CCPCJ

Country: Russian Federation

Since the late 20th century, humankind made significant changes on technology.
With these developments and accomplishments which are made by scientists,
humankind created World Wide Web (WWW). It was first used at Conseil Européen pour
la Recherche Nucléaire (CERN) and then speaded to other regions. By that invention,
WWW has established a new sector that includes legal and illegal opportunities.
Nowadays, illegal opportunities are also known as "Black Collar Crimes". Illegal activities
that done on WWW are mostly done by people whom need financial support. The term
socio-economic inequality also describes these people.

The cybercrimes are defined as “crimes that emerged after the creation of the
WWW?”, Since past years, the most common cybercrimes were phishing, ransomware,
hacking, exposing private information and fraud. Those cybercrimes not also damaging
monetary but also person’s psychology (anxiety, etc.), national economy and natioal
security which makes it major problem. Meanwhile a technology called “Artifical
intelligence (Al)” revealed. It is a used for lots of purposes, creating photos, videos, voices,
even impersonating someone. In the hands of evil people Al has being abused and used
for cybercrimes such as blackmailing and fraud.

At the same time there are crimes against a country’s natural soil sources. People
are cutting down trees for logs, also known as logging, they sell it for timber or produce
paper without goverment’s permit. Illegaly drilling fossil oil from soils, mostly done at



Middle East Region and lllegaly mining natural resources and processing are another
crimes that against country’s natural resources.

Russian Federation holds 17.100.000 km? surface area on Earth. Within that area,
the soil of Russian Federation hosting variety of natural resources below the soil and
above the soil. Russian Federation responsible for protecting it is own natural heritage. By
that we do have our policies and laws. But unfortunately some companies (Shell, Exxon)
still breaking the laws by covetting our resources and drilling fossil oils at artic. Further
more, almost half of Russia’s soil is covered with forests. However, much of the vast
country’s woodlands, which absorb millions of tons of CO2 are under attack of illegal
deforestation by illegal loggers. According to official researches some of the valuable
species of wood were exported to China by illegal ways. Russia made changes at borders
and with that also decrased the event of human trafficking. Illegaly mining ores and selling
them is have not seen in Russian soils.

As Russian Federation we have known with our top-tier cyber security and power.
After the fall of USSR we updated our policies and laws about WWW and internet
Technologies. We have made laws for whom commits cybercrimes and apprehended
varios cyber security criminals. For emergency situations we have created our own
network that called “Runet”. Runet shows our digital independence, our strength against
hostile cyber-attacks to our nation.

As Russian Federation, we do have solution and progress suggestions. At
technology:

1) we believe that we have to track and monitor digital curriency trades. In
order to do that digital curriency companies must have increase their ID
confirmations (NFC etc.)

2) We also believe the usage of Al at fighting againts cyber crimes must
have increased and devolped.

3) To ensure the mental health of cybercrime victim’s, we have to
collabrate with NGOs

4) Adding a Al seal as metadata to Al created contents, such as videos,
photos.



At physical crimes:

1) We have to collabrate with NGOs in order to raise awareness to our
natural heritage and it is protection.
2) Empowered survillance on woodlands by drones
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